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Abstract: Software-defined network (SDN) is relatively a new approach for managing computer networks. In SDN, network
administrator manages the network easily through software without deeper involvement in the network at its lower layers.
For SDN monitoring and performance analysis, it becomes important to forecast the network traffic. In the proposed work,
a systematic method to predict the future congestions in the network has been introduced. It applies a Machine Learning
technique to fulfill number of relative performance attributes. These attributes are reliable input to Long Short-Term Memory
(LSTM) neural network. The objective of this neural network is to predict congestions and activate load balancer in a timely
manner. It is not feasible to extract numerical features with absolute values and use them as income with the neural network
for machine learning and deep learning algorithms, especially LSTM neural networks. The best way is to provide pre-
processed and easy-to-analyze income data for Artificial Intelligence (Al) techniques. The neural network therefore has
clearer information no matter how much the network's conditions change so that the network does not care how much the
numerical values change as its income become within a specified range. The simulation results depict the ability of LSTM to
adapt the behavior of the network performance activating load balancing through attributed features with an accuracy of up
to 92% before reaching the throttling state.

Keywords: Software-defined networks (SDN), Load balancing, Neural network, Machine learning (ML), Long Short-Term
Memory (LSTM).

1 Introduction

New technologies in networking are emerging nowadays. Cloud computing and big data are the most
important and modern technologies which witness great developments. Therefore, managing traditional
networks has become a big challenge. Based on the modern and new developments, it is necessary to
change the traditional architecture of the network. In response, the concept of Software Defined Network
(SDN) has been proposed. This concept makes network management more compatible, convenient, and
manageable. SDN is a programmable network model which refers to the ability of software applications
to dynamically program individual network devices and thus control the network behavior as a whole.
SDN offers a mechanism to improve various considerations of the network management. The basic
concept of the SDN is to make a clear separation between the level of control and the level of redirection.
SDNs are able to organize and manage up to thousands of network devices through a management center,
network monitoring in terms of resources and connectivity, automatically changing network behavior,
and improving the utility of the devices such as network bandwidth improvement, load balancing,
congestion control and other considerations associated with programmability and scalability [11].

It is a known fact that network usually suffers from the resources limitations. This affects the Quality of
Service (QoS) in the network. Load balancing is one of the most important aspects, followed in the
networks, to overcome the problem of resources limitations. It aims at distributing the network traffic in
order to increase the network efficiency and reliability. In conventional networks, load balancing is done
based on the local information of the network. Therefore, load balancing is not so accurate in such
networks. On the other hand, SDN controllers have a holistic view of the network and can produce
perfectly distributed loads [2]. Technically, load balancing divides the network load in order to avoid
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the overloading of the network resources. Increasing productivity, reducing response time, and
regulating congestion traffic are the main load balancing goals. It is imperative to mention that traditional
networks do not have a holistic view of the network. Therefore, load balancing methods in traditional
networks are not accurate. Load balancing methods in SDN are more accurate with better performance.
Due to industry concerns, in any research related to SDN, the problem of load balancing is one of the
most important issues [3].

Recently, researchers are focusing on introducing Atrtificial Intelligence (Al) and Machine Learning
(ML) techniques into the network's software structure in order to improve load balancing. The ideal load
balance should exhibit smart behavior in customizing and distributing requests. Intelligent resource
allocation includes equal load distribution on all servers at every point in time. The emergence and
growth of Al has transformed load balancing research from traditional load scheduling algorithms such
as min-min and round-robin into smart load balancing models based on ML and deep learning [4].

Machine learning is an Al application that provides the system's ability to learn and improve from
experience without being programmed at this level. It uses past data to train and predict the accurate
results. Using ML algorithms, it is possible to predict the occurrence of many of the events in future
based on the experience. Thus, for the considered problem in SDN, it will be possible to predict the load
and the load balancing algorithm will be automatically activated. It will replace the human intervention
to the bare minimum. In this study the Long Short-Term Memory (LSTM) neural network is used as a
type of iterative Recurrent Neural Networks (RNN). In RNN, the output of the last step is fed as an input
to the current step. LSTM can, by default, retain information for a long period of time. It is used for
processing, forecasting and classification based on time series data.

The outline of this paper is as follows. After the introduction in section 1, section 2 delves into the recent
related work. Section 3 defines the problem, addressed in this work. The proposed method, that applies
ML for the load balancing problem in SDN network, has been presented in section 4. In section 5, the
performance study of the proposed model has been carried out which has been done through simulation
experiments. Finally, in section 6, the conclusion of the work has been drawn.

2 Related Work

Chen-xiao and Ya-bin (2016) proposed a strategy to maintain network load balancing in SDN. The
strategy is adaptive to grid congestion movements and schedules streams based on the route load
calculated using the synthetic neural network with rear diffusion. The proposed load balancing strategy
aims to improve the track load and choose the least-carrying path for the new data flow. The
methodology relied on the use of four features expressing load in each expected path. These features are
bandwidth utilization ratio, package loss rate, transmission time, and transmission jumps. Using these
four load traits, the neural network model is trained to predict the choice of path with the lowest load as
a data transfer path. The results show that the load-balancing strategy proposed in this work can
determine a more efficient transmission route for the data flow and achieve a 19.3% reduction in network
transition time [5].

Azzouni and Pujolle (2018) introduced NeuTM, a software platform for predicting traffic matrix (TM)
network congestion by adopting long-short term memory repetitive neural networks (LSTM RNNSs). A
congestion matrix (TM) is a mathematical matrix that gives congestion sizes for a certain period of time
between all possible couples from start to destinations in a particular 1P address field. Network-based
methodology (LSTM RNNSs) has demonstrated the ability to successfully predict TM matrix in large
networks [6].
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Yeo et .al in [1] introduced the switch migration relay method based on Reinforcement Learning (RL).
Dynamic relay of allowances provides a balanced load distribution among SDN controllers. Current
enhanced learning methods (RL), to migrate dynamic switches such as MARVEL modeling load balance
for each controller has linear improvement. Although it is widely used to model network flow, this type
of linear improvement is not suitable for real-world workloads of SDN controllers. It is because linkages
between resource types change unexpectedly and continuously. Therefore, a controller selection scheme
and an enhanced learning-based switch have been proposed to migrate switches between controllers,
balancing the user switch-aware reinforcement learning load balancing (SAR-LB). SAR-LB uses the
utilization ratio of different resource types in both controllers and switches as input to the neural network.
They also consider keys as RL factors to reduce the workspace for learning, while taking into account
all migration cases. Results show that SAR-LB achieved a better distribution (near to equal distribution)
of the load between SDN controllers due to precise decision-making to migrate the switch as it achieved
a better standard deviation between distributed SDN controllers compared to current systems of up to
34% [1].

Babayigit and Ulu in [7] used deep learning technology (DL) to balance the load in SDNs. The deep
learning model, similar to the traditional neural network, was trained for variable load between
connections where the neural network income represents the cost between the specific pathways. DL's
load-balancing response time was compared with artificial neural network (ANN), support vector
machine (SVM) and logistic regression (LR). Experimental results revealed that ANN and DL response
time results are lower than those of SVM and LR algorithms, and DL resolution is higher than ANN.

Chen et .al in [8] proposed an automated load-balancing software structure in SDN based on enhanced
learning (ALBRL). In this, the load balancing optimization model is designed in high-load congestion
motion scenarios and adjusts the Deep Deterministic Policy Gradient (DDPG) enhanced deep gradient
algorithm to find a near-perfect path among the network users. The proposed ALBRL method intends
to update the set of parameters (bandwidth for each link and average bandwidth used) in DDPG. Results
show that the proposed ALBRL has faster training speed than traditional augmented learning algorithms
and significantly improves the network productivity.

Begam et .al in [9] used a multiple regression-based search algorithm (MRBS) to choose the optimal
server and routing track in SDN to improve the performance even under large load conditions and
asphyxiations such as high message rate, different message frequency and unexpected congestion
patterns. The proposed algorithm reduced the delay and time to more than 45% and shows a better usage
of the server by 83% when compared to traditional algorithms.

Through the research reviewed in this section, the widespread interest in improving the efficiency of
load balancing in SDN has been observed. It intends to reduce the congestions by integrating load
balancing techniques with artificial intelligence and machine learning. Most of the works confine to the
network status data to classify the state of congestion and do not intend to predict enough time to perform
any action for preventing the congestion. However, this research work focus on the use of Al techniques
in predicting the congestions so that rapid intervention can be provided to network specialists to solve
the problem in a timely manner. In the present work, focus will be on extracting features that are useful
in prediction to be used as income for the LSTM neural network [10-19].
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3 Thediscussed Problem

TSDN networks suffer from congestion problems. This research aims at avoiding the congestion
problems in SDN based on load balancing technique. That is, the Service's inability to process requests
received, thereby reducing the efficiency and reliability of the network. In the SDN network, to achieve
the required load balancing, the console must complete a series of Real time Less-loaded Server
selections (RLS). To identify the target server for a new stream, RLS is applied and is also used to
calculate the path to the target server while the new stream enters the domain for the first time. Based
on the real-time network status, RLS makes the decision to redirect for each new stream. However, the
use of RLS as a central controller in SDN poses some problems such as congestions of a single controller,
poor responsiveness, reliability and poor scalability.
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Figure 1: SDN network working mechanism
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Long Short-Term Memory Networks is a deep learning, sequential neural network that allows
information to persist. It is a special type of Recurrent Neural Network which is capable of handling the
vanishing gradient problem faced by RNN. LSTM was designed by Hochreiter and Schmidhuber that
resolves the problem caused by traditional RNNs and machine learning algorithms. LSTM can be
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Figure 2: Load balancing in SDN
3.1  LSTM Neural Networks
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implemented in Python using the Keras library. For example, while watching a video, the user can
remember the previous scene, or while reading a book, the reader knows what happened in the earlier
chapter. RNNs work similarly; they remember the previous information and use it for processing the
current input. The shortcoming of RNN is they cannot remember long short-term dependencies due to
vanishing gradient. LSTMs are explicitly designed to avoid long-term dependency problems.

4 The Proposed Method

The proposed work utilizes the abilities of LSTM in order to extract appropriate standard features. Based
on the extracted features, and different working scenarios, congestions can be predicted in the proposed
network (figure 4). Load balancing algorithm, within the SDN network microcontroller, is activated
taking the advantage of the advanced prediction using LSTM. The research proposes a particular
network structure for conducting the required experiments.

4.1  Load balancing in SDN

Both, congestion in SDN networks and load balancing, result in the problem of congestions in computer
networks. The main objective of this research is to explore the attributes and data to be used with Al
tools for predicting the congestions in SDN and then to solve them. In this study, the main objective is
to study the possibility of providing features and data that can later be used with Al tools in order to
predict congestions or work to resolve them at some point. This study has worked to extract features that
have the greatest impact on congestions behavior so that single-dimensional signals are usable by
different Al technologies. To study, SDN network has been simulated using Mininet simulator. The
simulated SDN contains number of users and switches. For ease of the experimental study, the simulated
SDN has limited number of elements (users and switches).

As shown in Figure 3, the proposed load balancing process has the following steps.

1. Creating and configuring SDN: A network is created which contains 4 servers, 4 users (hosts)
and 10 switches interfaces. The maximum available bandwidth for the connection is 100
Mbps.

2. Load balancing: The Weighted Round Robin method is used as a load balancing method.

3. Extracting results: Work on number of measures to reflect the network status and to show
clear changes in the transition to asphyxiation.

4. Finally, these features are used for prediction using neural network Long Short Term
Memory (LSTM).

the load Messaging rate,

Configure servers and balancing algorithm throughput, delay time

activate listening mode Specify the addresses eiperf
of previously selected *ping

servers

Configure users

Figure 3: The proposed load balancing process in SDN
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The SDN architecture designed using Mininet simulator is shown in Figure 4. Devices from hl to h4
depict servers while h5 to h8 are users.
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Figure 4: SDN architecture using Mininet simulator

It is important to mention that the chosen structure of this SDN network has been taken so that it is
similar to some existing structures in the real world. The chosen structure is suitable for studying the
case of congestion and applying the proposed solution. It has been built based on different analysis
criteria so that is serves the purpose of this research.

4.2  Extracting SDN Performance Parameters

Three parameters have been considered to measure the performance. These are transmission rate,
received data, and bandwidth. Productivity of the current network has been measured and evaluated
based on three parameters mentioned above. Critical change in their values indicates congestion.
Experimentally, it is better to work with relative values of these parameters in order to avoid both the
available physical resources and the normal state of data traffic. The concept of relative values expresses
a sequence of values that are all attributed to a fixed value. Therefore, by estimating the change attributed
to network performance, a relative value is extracted which indicate the extent to which the output differs
over the time compared to the initial value. For example, in case of increasing transmission speed, the
value of 1 indicates a relative increase in transmission speed and thus better network performance, and
vice versa. In this research, time scale signals have been divided into epochs periods so that each period
represents 3 seconds of each signal. The relative signal has been calculated by the value of the first
moment of the current period.

Extracting methodology for the attributed metrics is shown in Figure 5. It involves the following steps.
e Create messaging processes between users and predefined servers
e Follow-up the performance of messaging operations through Iperf.
e Automatic recording of values within the csv file for each epoch is 3 seconds.
e Assign the recorded values of each scale to the initial value (t=0).
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Figure 5: The Proposed Methodology for Feature Extraction in Evaluating Network Performance

4.3  Bottleneck prediction using LSTM

The basic application of LSTM Neural Network is to predict and forecast the temporal signals in
advance. In this work, LSTM neural network has been employed with time signals or features attributed
to SDN network performance metrics. Thus, it is possible to predict the occurrence of congestion in
advance. Using an alert mechanism, network engineers are intervened in time and congestion can be
avoided. Network engineers in this case are able to employ, activate or optimize load balancing
algorithms so that they can avoid congestion and deterioration of the network performance. In this work,
LSTM neural networks have been implemented using the library of deep learning tools in the MATLAB
program (MathWorks, Natick, MA, United States). All computations have been performed on a laptop
that has an Intel (R) Core 1 i5- 4300U CPU @ 1.90 GHz and 2494 MHz with two cores and 4 logical
processors. Figure 6 shows training LSTM on the measured features and predicting their behavior.

LSTM network prediction of signal
LSTM network training on 3 seconds of signal behavior for 2 seconds

Attributed
features

Expected
signals

Figure 6: Training LSTM networks on the measured features and predicting their behavior

5 Performance Evaluation
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Performance is measured using prediction accuracy (AC) and prediction sensitivity (SE). These two
values are calculated using equations (1) and (2) respectively.

| ~ TP + TN M
CCUracy =Tp ¥ TN + FP + FN
TP
Sensitivity = ——— )

TP + FN

Where:

e True Positive (TP): number of correctly ranked attempts.
False Positive (FP): Number of attempts wrongly classified as a chokehold which is normal.
True Negative (TN): number of attempts that are classified as normal and they actually are.
False Negative (FN): number of attempts classified as normal is a case of congestion.

5.1  Predicting Attributed Performance Features using LSTM

1.5
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=
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Figure 7: Attributed network performance during messaging operations and congestions

As clear from Figure 7, one-dimensional signals of each feature have been used with LSTM Neural
Network to predict future signal behavior and thus the behavior of the network. By changing the signals
and training the network on the rate of their change, congestions can be predicted. Congestions lead to
a decrease in the amount of messaging, messaging rate, and the use of the entire bandwidth.
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Figure 8: Predicting network performance during messaging operations and congestions using LSTM

Figure 8 shows the expected (black) and actual (red) values of attributed bandwidth behavior. The
process revolves around using LSTM time signal or the attributed performance signal for 3 seconds in
order to train and modify LSTM network parameters. LSTM is then able to predict the future signal
behavior for two seconds as clear from Figure 8.

Training rate of LSTM Neural Network, during one of the experiments is illustrated in Figure 9 during
250 repetitions of training.
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Figure 9: Training rate of the LSTM network through root mean squared error (RMSE)
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Figure 10 (a): Predicting change in data size behavior in two future seconds
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Figure 10 (c): Predicting change in bandwidth behavior in two future seconds

Figures 10(a), (b), and (c) show the actual blueprint of the attribute utilization mechanism (data size,
transfer rate, and bandwidth in order) as a 3-second signal plus the storage of two additional seconds in
order to verify the future forecast and introduce it to LSTM to predict its behavior. It shows the ability
of LSTM to give an approximate behavior of the network performance change from the deviation rate
and distance from the initial situation. LSTM is also able to give an approximate numerical prediction
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of the transmission rate, throughput and bandwidth used.
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Figure 11 (b): Case of servers’ congestion and LSTM prediction on applying load
balancing

Figure 11(a) and (b) show the effect of applying the proposed load balancing mechanism. Figure 11(a)
shows both the messaging rate and amount of messaging in case of server congestion. When network
performance degrades due to load imbalance, LSTM predicts the state and load balancing mechanism is
activated in a timely manner. Figure 11(b) shows the case when LSTM network predicts a breakdown
in network performance and activates load balancing. The studied SDN returns to its normal state in 2
seconds after applying load balancing mechanism. A threshold of 0.9 has been set for the predicted
values from the LSTM network as an activation command within the SDN microcontroller to activate
load balancing using weighted round robin (WRR).

Figure 12 shows server’s performances during the gradual congestion and after the intervention of the
load balancer based on LSTM Neural Network prediction.
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Figure 12 (b): Servers performance during congestion and load balancing activation

During initialization, the server was able to process all requests. During the start of congestion and the
arrival of predictions to the pre-set threshold value, the average response time of the service was
increased as in the figure 12(a) until the load balancing algorithm has been activated proactively. The
load balancing algorithm has been able to redistribute the requests to the service according to each
server's ability to process requests and return response to its normal values 12(b).

5.2 A Comparative Analysis

The proposed work has been compared with the state of the art on various performance parameters. The
results have been depicted in Table 1.
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Table 1: A Comparative Analysis
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6 Conclusions and Future Work

In this research, a virtual SDN network has been built with a specific number of users and servers.
Messaging rate, bandwidth used, and time delay with fixed bandwidth of 100 Mbps were studied. The
designed network has been tested by changing transmission rate, delay time, and bandwidth. It has been
noticed that the network reaches a throttling state by increasing time delay and decreasing the
transmission rate. Values of the extracted features have been used as attributed values to optimal
reference value. In addition, these attributed values have been used as inputs to LSTM Neural Network.
The proposed method is to track the values of data transmission rate, bandwidth, and time delay and
converting them to relative values. This method provides a new methodology that applies Al techniques
in predicting the network congestion. As a result, the performance of load balancing algorithms has been
evaluated. The obtained results show the ability of LSTM to predict an approximate behavior of the
network performance change. This prediction is based on deviation rate of the values and their distance
from the initial state. It gives an approximate numerical prediction of the transmission rate and
bandwidth. This research presents a new concept for predicting network congestion situations. This
provides an early warning for network experts in order to intervene in time to solve congestion problems.
The principle of predicting network behavior using LSTM can be used not only to activate the load
balancer instantaneously, but also to improve the parameters of some algorithms proposed in the
literature to avoid congestion. From this work, it can be concluded that integrating LSTM into SDN
microcontroller architecture provides a faster computational mechanism. A time delay of 3 seconds, in
data processing due to the software integration between Python and Matlab, has been noticed. As this
work has been done by implementing prediction and load balancing at the server level, in future work
can be done at the link level, by predicting the cost of links and choosing the best one.




14 S. Mirjana, H. Ralf: Load Balancing in Cloud-Integrated SDN using Machine Learning

In future, the work can be further developed by proposing different machine learning approaches based
on different Al techniques. Comparisons between the different approaches can also be made.
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